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Executive Summary

Nigerian Small and Medium-sized Enterprises (SMEs) are at a critical crossroads. As the backbone of the economy employing
about 84% of the workforce, approximately 96% of all businesses and driving innovation across various sectors, these
enterprises are simultaneously experiencing an unprecedented surge in cyber threats while lacking the resources and
expertise to defend themselves effectively (Falowo et al., 2022; Musabayana et al, 2023). This report provides
comprehensive insights into the current cybersecurity crisis facing Nigerian SMEs and offers practical, actionable strategies

for improving risk communication and governance.

The Crisis is Quantifiable and Escalating

Recent data from 2025 paints a troubling picture. Nigeria recorded over 119,000 data breaches in the first quarter of 2025
alone, ranking the country among the top ten globally for cyber incidents (Profiled Nigeria, 2025). The first half of 2025 saw
1.46 million cyber-attack attempts blocked, while 2024 witnessed a 150% surge in Al-driven attacks on Nigeria's financial
sector (Deloitte, 2025). Compounding these concerns, more than 60 million Nigerian records have been reportedly put for
sale on the dark web (CYFIRMA, 2025). The economic impact is staggering, with an estimated ¥288 billion ($800 million)
drained annually from Nigeria's economy by cybercrime, and African businesses losing over $4 billion annually (Serianu,

2023).

Figure 1: The Readiness Gap: Awareness vs. Implementation in Nigerian SMEs
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The Readiness Gap Remains Alarming
A comprehensive 2025 study conducted in Edo State reveals what researchers term the "awareness-action gap.” While 89.8
% of SMEs are aware of cybersecurity, implementation remains critically low. Only 9.1 % of SMEs have received formal

cybersecurity training, a mere 7.95 % have written cybersecurity policies, and just 5.68 % conduct regular risk assessments

L Figure 1 illustrates the awareness-action gap identified by Pereye et al. (2025). While 89.9% of SMEs demonstrate awareness of cybersecurity, implementation of fundamental protective
measures remains critically low, with fewer than 10% conducting training, maintaining written policies, or performing regular risk assessments.
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(Pereye et al., 2025). The study found that 36.36 % of SMEs experienced at least one cybersecurity incident, with phishing
identified as the most critical vulnerability by 89.8 % of respondents. This vulnerability stems from the absence of practical
guidance, the lack of a simplified national cybersecurity baseline, and the dangerous misconception that small businesses

are too insignificant to be targeted (Junior et al., 2023).

Figure 2: Economic Impact of Cybercrime on Nigerian and African Economies

$4.0B

Economic Loss (Billion USD)

1 $0.8B

Nigeria Africa

What This Report Provides

This report offers a comprehensive analysis of the Nigerian SME cyber threat landscape, drawing on some of the latest
research and statistical data available (Benjamin et al., 2024; Reis et al., 2024). It presents evidence-based governance and
risk communication strategies specifically adapted to Nigerian contexts, acknowledging the unique cultural, infrastructural,
and resource challenges that local SMEs face (Chaudhary et al., 2023; Corradini, 2020). It also includes a practical, phased
implementation roadmap for SME owners and managers, along with strategic policy recommendations for the Nigerian
government and regulators. Throughout, the focus remains on cost-effective approaches that respect the resource

constraints typical of small and medium enterprises (Shojaifar & Fricker, 2023).

Key Recommendations

For SMEs, the recommended approach begins with immediate, low-cost protections. Every business should implement
multi-factor authentication on all critical accounts, establish regular automated backups stored separately from primary
systems, and conduct basic cybersecurity awareness sessions for all staff (CISA, 2023). These foundational steps should be
followed by the gradual development of formalised governance structures, including documented policies, assigned roles
and responsibilities, and regular risk assessments (NIST, 2018). For policymakers, the recommendations are more structural.

There is an urgent need to establish dedicated SME cybersecurity support infrastructure, create economic incentives for

2 Figure 2 compares the annual economic impact of cybercrime on Nigeria (#4288 billion / $800 million) against the broader African context ($4 billion total). Data compiled from Serianu
(2023) and Profiled Nigeria (2025) demonstrate that Nigeria represents a significant portion of the continent's cybercrime losses.
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security investment, and develop simplified compliance frameworks that acknowledge the limited resources of smaller
businesses (Ardo et al., 2023; Oyedeji et al., 2024). Building national capacity through education, training, and public-private

partnerships is equally essential.

The Stakes are National

Securing Nigeria's SME sector is not merely a business imperative but a matter of economic and national security (Ibrahim
et al., 2024). A collaborative, multi-stakeholder approach can transform Nigeria's cybersecurity posture from a position of
vulnerability into a competitive advantage in the global digital economy. This vision is achievable, but it requires
commitment, investment, and sustained effort from all stakeholders. The alternative - continued vulnerability and

escalating losses - is far costlier.
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1.0 Introduction

The global cyber threat landscape is characterised by diverse and evolving threats, including malware, ransomware,
phishing, denial-of-service attacks, and the exploitation of unpatched vulnerabilities (Falowo et al., 2022). Cybercriminals
increasingly target government agencies, high-tech companies, and entire economic sectors with the intent of causing
disruption, stealing sensitive information, and/or achieving financial gain. This global trend has significant implications for
developing economies where digital transformation is accelerating but cybersecurity capacity often lags behind (Akpan et
al., 2020). In Nigeria, cybercrime presents a particularly complex challenge. The country has gained international
recognition as a source of various online frauds, with the term 419 fraud referring to the section of the Nigerian Criminal
Code dealing with fraudulent offences (Lazarus & Button, 2022). The digital form of this fraud, known locally as Yahoo-
Yahoo, predominantly involves young, even university-educated men who target victims worldwide (Lazarus & Button,
2022). This reputation creates a paradoxical situation where legitimate Nigerian businesses face heightened international
scrutiny while simultaneously being targeted by sophisticated criminal networks operating both within and outside the

country.

The significance of cybersecurity for Nigerian SMEs cannot be overstated. These enterprises form the backbone of the
national economy, employing a substantial portion of the workforce and driving innovation across multiple sectors
(Musabayana et al., 2023). According to the Small and Medium Enterprises Development Agency of Nigeria, SMEs account
for approximately 96% of businesses and 84% of employment in the country (SMEDAN, 2022). A well-supported SME sector
can generate positive economic outcomes, including job creation, wealth distribution, and sustainable development.
However, the cybersecurity challenges facing these businesses threaten to undermine these benefits. Cyber attacks can lead
to immediate financial losses, long-term reputational damage, and severe operational disruptions that many small

businesses struggle to survive (Okundaye et al., 2019).

To address these challenges, Nigerian SMEs must adopt cybersecurity measures that go beyond simple technical solutions.
Effective protection requires comprehensive employee training, secure ICT infrastructure, and consistent adherence to
established best practices for information security management (Benjamin et al.,, 2024). Equally important is the role of
government in supporting SMEs through policies and initiatives that enhance cybersecurity awareness and resilience across

the sector (Abdul-Azeez et al., 2024).

2.0 The Cybersecurity Imperative for Nigerian SMEs

2.1 Nigeria's Digital Transformation Journey

Nigeria is undergoing a major digital transformation that promises immense economic opportunity. The COVID-19 pandemic
dramatically accelerated the adoption of digital technologies across all sectors, with SMEs rapidly embracing e-commerce
platforms, mobile banking, fintech solutions, and cloud-based services (Akpan et al., 2020). According to the Nigerian
Communications Commission (NCC), internet penetration reached 55.4% of the population by 2023, with mobile
subscriptions exceeding 220 million (NCC, 2023). This digital revolution has enabled businesses to reach new customers,
streamline operations, and participate in the global digital economy in ways that were previously unimaginable for

enterprises of that scale.
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However, this digital revolution has also exponentially expanded the attack surface available to cybercriminals by creating
vulnerabilities that threaten individual businesses and the broader economy. The rapid digitisation brought on by the
pandemic left many SMEs with insufficient cybersecurity planning, thereby exposing them to malicious actors (Haastrecht
et al., 2021). A major challenge facing SMEs in developing economies is the limited access to and adoption of state-of-the-
art technologies (Akpan et al., 2020). This technological gap leaves SMEs particularly vulnerable to cyber threats, as they

struggle to keep pace with rapidly evolving cybersecurity developments (Ewuga et al., 2023).

2.2 The Growing Threat Landscape

Recent data reveals an alarming escalation in cyber threats targeting Nigerian businesses. In 2022, Nigerian SMEs
experienced an 89% surge in overall cyber attacks compared to the previous year (Guardian Nigeria, 2022). Phishing attacks
specifically increased by 87% during the same period, demonstrating the growing sophistication of social engineering tactics
(Nairametrics, 2023). Ransomware also emerged as a particularly severe threat, with about 71% of Nigerian firms
experiencing such attacks in 2021, significantly above the 66% global average (VPN Alert, 2026). The financial consequences
are severe with the average cost to recover from a ransomware attack reaching $3.43 million, representing a staggering

644 % year-over-year increase (Nairametrics, 2023).

Figure 3: Growth Trends in Cyber Threats Targeting Nigerian SMEs (2020-2025)
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3 Figure 3 illustrates the accelerating trajectory of cyber threats in Nigeria from 2020 to 2025. The sharp upward trend in overall attacks, combined with the dramatic 87 % surge in phishing
(Nairametrics, 2023) and the emergence of Al-powered attacks (Deloitte, 2025), demonstrates the rapidly evolving threat landscape facing SMEs.
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Figure 4: 2025 Threat Metrics Dashboard
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2.3 Key Threat Vectors

Ransomware remains one of the most destructive threats facing Nigerian SMEs. This malicious software encrypts business
data and demands payment for decryption keys, often crippling operations for weeks or months (VPN Alert, 2026). According
to research by Carias et al. (2020), the impact extends far beyond the ransom payment itself to include operational
downtime, reputational damage, and substantial recovery costs. SMEs are particularly vulnerable to these attacks because
they frequently lack the backup systems and incident response capabilities that larger organisations maintain (Haastrecht

etal, 2021).

Figure 5: Primary Threat Vectors Affecting Nigerian SMEs
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4 Figure 4 presents a dashboard of key 2025 threat metrics. The data reveals multiple simultaneous crises: massive data breaches, unprecedented attack volumes, the emergence of Al-powered
threats, and widespread exposure of Nigerian records on dark web marketplaces (Profiled Nigeria, 2025; CYFIRMA, 2025; Deloitte, 2025).
5 Figure 5 provides a visual overview of the primary threat vectors facing Nigerian SMEs, with impact levels and prevalence rates indicated. Ransomware affects 71 % of firms (VPN Alert,
2026), while phishing attacks surged by 87 % in 2022 alone (Nairametrics, 2023).
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Phishing attacks continue to evolve in sophistication and prevalence. These fraudulent emails, messages, or websites are
designed to steal credentials or install malware, exploiting human psychology rather than technical vulnerabilities
(Benjamin et al., 2024). These attacks are particularly effective when employees lack security awareness training and cannot
recognise the subtle indicators of fraudulent communications. The 87% surge in phishing attacks targeting SMEs in 2022
demonstrates the growing effectiveness of social engineering tactics against under-prepared organisations (Nairametrics,
2023). Password-stealing malware, often delivered through trojans that capture login credentials for banking, email, and
business systems, has seen detections more than double in recent years (Guardian Nigeria, 2022). These attacks specifically
target SMEs because they often lack advanced threat detection capabilities and may not have implemented even such basic

protections as multi-factor authentication (Shojaifar & Fricker, 2023).

Insider threats, whether malicious or accidental, represent a significant and often overlooked threat vector. Security risks
posed by employees, contractors, or business partners who have authorised access but use it maliciously or negligently can
be particularly damaging due to the trusted nature of their access (Haastrecht et al., 2021). Whether through deliberate data
theft or accidental exposure, insider incidents often evade traditional security controls designed to detect external threats.
Remote Desktop Protocol attacks increased by 89% as remote work proliferated during the COVID-19 pandemic. Attacks
targeting poorly secured remote access systems grew from 161,000 incidents to over 303,500, highlighting the risks
associated with rapid adoption of remote work technologies without adequate security controls (Guardian Nigeria, 2022).

SMEs adopting hybrid work models remain particularly vulnerable to these attacks.

2.4 Why SMEs are Targeted

A dangerous myth persists among many small business owners - the belief that their businesses are too small to attract the
attention of cybercriminals. Junior et al. (2023) found that this misconception is widespread and significantly contributes to
inadequate defences. The reality, though, is fundamentally different. SMEs are deliberately targeted because they typically
have weaker defences yet possess valuable data including customer information, financial records, and intellectual property
(Kandpal et al.,, 2023). Additionally, they often serve as entry points to larger corporate partners through supply chain
relationships, making them attractive targets for attackers seeking access to more secure organisations (Foli et al., 2022).

Several interconnected factors contribute to the vulnerability of Nigerian SMEs.

Resource constraints, including limited financial and human capital, restrict investment in the necessary security measures
as many SMEs operate under tight budgets that force reliance on less effective, cost-constrained solutions rather than
comprehensive security programmes (Junior et al.,, 2023). The cybersecurity literacy gap is equally significant. Many SME
leaders and employees lack fundamental understanding of cyber threats and protective measures, creating exploitable
human vulnerabilities that technical controls alone cannot address (Chaudhary et al., 2023). There is also the challenge of
Nigerian businesses struggling with basic cybersecurity practices due to infrastructural limitations and limited access to
affordable solutions (Ewuga et al., 2023). The lack of cybersecurity literacy and financial resources renders these enterprises
particularly vulnerable to attacks that more mature organisations would easily repel. Unfortunately, Nigeria's international
reputation for cybercrime further creates a paradoxical situation where legitimate SMEs face heightened scrutiny while

being targeted by sophisticated criminal networks (Lazarus & Button, 2022).
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2.5 The Readiness Gap

Research conducted among SMEs in Edo State reveals a deeply troubling picture of preparedness. According to the
International Journal of Scientific Research and Analysis (Pereye et al., 2025), 90.9% of SMEs have never provided
cybersecurity training to their employees. An even more striking 92.05% operate without written cybersecurity policies,
meaning that security decisions are made reactively and inconsistently. Perhaps most concerning from the study is that
about 94.32% do not conduct regular risk assessments, leaving them unable to identify and prioritise their most significant

vulnerabilities.

Figure 6: SME Preparedness: Percentage NOT Implementing Security Practices

Risk Assessments 94.32%

Written Policies 92.05%

Employee Training 90.8%

o

20 40 60 80 100
Percentage NOT Implementing

Source: Pereye et al., 2025; IJSRA, 2025

These findings align with broader research on SME cybersecurity in developing economies. Junior et al. (2023) conducted a
systematic review of SME cybersecurity and found that resource constraints, lack of expertise, and inadequate awareness
are consistent themes across multiple countries and contexts. The lack of cybersecurity literacy among SME personnel
contributes significantly to their vulnerability, as many employees genuinely believe their organisations are too small to be

targeted, leading to inadequate defences and risky behaviours (Kandpal et al.,, 2023).

6 Figure 6 illustrates the fundamental gaps in SME preparedness, with over 90 % of organisations failing to implement basic security practices. The data reveals that the majority of SMEs
operate without designated security personnel or incident response capabilities, leaving them dangerously exposed to cyber threats.
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Figure 7: SME Incident Experience
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This combination of limited resources, inadequate knowledge, and misplaced confidence creates an environment where

cyber threats can thrive, posing significant risks to the operational integrity of Nigerian SMEs.

7 Figure 7 shows that more than one in three SMEs have experienced at least one cybersecurity incident, demonstrating that this is not a theoretical risk but a lived reality for a substantial
portion of the sector.
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3.0 The Governance and Risk Communication Challenge

3.1 Beyond Technology

The belief that cybersecurity is fundamentally a technology problem solvable through the purchase and deployment of
expensive security software is one that has proved harmful to the cyber resilience of small businesses (Corradini, 2020).
While technology is essential, research has consistently demonstrated that the most significant vulnerabilities are
organisational in nature, rooted in poor governance, unclear accountability, and ineffective communication rather than

technical deficiencies alone (Sutton & Tompson, 2023).

For Nigerian SMEs, effective governance translates directly to positive business outcomes. It enhances customer trust by
demonstrating that the organisation takes data protection seriously and improves operational resilience by ensuring that
security considerations are integrated into business processes rather than treated as afterthoughts (Abdul-Azeez et al., 2024;
Carias et al., 2020). It facilitates regulatory compliance with frameworks such as the Nigeria Data Protection Act (NDPA),
reducing legal and financial risks (Ardo et al., 2023) and very importantly, also creates a competitive advantage when SMEs

pursue enterprise clients or international partnerships that require demonstrated security capabilities.

Effective governance ensures that security priorities are fully integrated with business objectives, rather than being treated
as a competing interest. According to Oluokun et al. (2024), this alignment allows for responsibilities to be clearly assigned
across the organisation, which eliminates the confusion that typically leads to security gaps. Instead of relying on arbitrary
budgets, resources can be allocated systematically based on actual risk priorities. This shift moves the business away from
reactive fixes and towards a model where risks are identified and managed before they escalate. Consequently, when
incidents do occur, they are handled through established procedures rather than improvised responses, allowing for timely
detection and reporting. This structured approach also creates a cycle of continuous improvement, ensuring that security

practices evolve to meet emerging threats rather than becoming static or obsolete.

3.2 Structural Governance Deficiencies

Unclear accountability is perhaps the most fundamental governance deficiency in Nigerian SMEs. Without designated
security officers or teams, responsibility for cybersecurity is often spread too thinly across the organisation or left entirely
unassigned (Neri et al,, 2023). This lack of leadership means that when an incident occurs, there is no one to coordinate the
response, make critical decisions, or communicate with stakeholders. Such a diffusion of responsibility leads to delayed
actions, inconsistent security practices, and a culture of finger-pointing rather than practical problem-solving. This issue is
further compounded by the reactive posture many businesses adopt. According to Carias et al. (2020), organisations
operating in this mode only address security after a breach has occurred, focusing on immediate damage control rather than
long-term prevention. This approach is not only more expensive but also less effective than proactive risk management.
For many SMEs lacking the necessary resources or expertise, this remains the default setting, creating a vicious cycle.
Limited resources are consumed by responding to avoidable incidents, leaving even less available for preventive measures,

which inevitably leads to further breaches.

Framework adoption barriers further complicate the governance landscape. International cybersecurity frameworks such as

NIST, I1SO 27001, and COBIT represent the gold standard for enterprise security governance (Ozkan & Spruit, 2020).
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However, their complexity, resource requirements, and enterprise focus create significant adoption barriers for SMEs in
developing economies. Business owners and managers faced with hundreds of pages of detailed controls and requirements
often experience confusion, leading to ineffective implementation and, in many cases, complete abandonment of structured

governance approaches (Perozzo et al., 2022).

3.3 Risk Communication and Cultural Challenges

The knowledge-action gap represents a persistent challenge in cybersecurity communication. Many awareness campaigns
successfully impart knowledge about threats and protective measures, but this knowledge frequently fails to translate into
consistent, secure behaviours (Khan & Muntaha, 2024). This gap persists because training content often lacks relevance to
employees' actual work contexts, one-time sessions create only temporary awareness that quickly fades, technical jargon
alienates non-technical staff, consequences seem abstract and unlikely, and secure behaviours are perceived as

inconvenient impediments to productivity (Corradini, 2020).

Leadership involvement is the single most critical factor in bridging this gap. When senior management visibly prioritises
security through their words and actions, employees perceive cybersecurity as organisationally important and adjust their
behaviours accordingly (Antunes et al, 2022). Conversely, when leadership relegates security to an /T problem and
demonstrates through their actions that security is secondary to other concerns, security initiatives languish regardless of

how well they are designed or communicated.

Nigerian cultural factors add additional layers of complexity to risk communication. Effective communication must navigate
the country's rich linguistic diversity, with employees speaking different languages and coming from different cultural
backgrounds (Kori-Siakpere et al., 2024). Hierarchical organisational structures affect how information flows and who feels
empowered to raise security concerns. Infrastructure constraints limit the communication channels available, particularly
for SMEs operating outside major urban centres. Cultural communication norms, including preferences for oral rather than
written communication and the importance of personal relationships in business contexts, must be understood and

accommodated for security messages to resonate effectively (Iguodala-Cole, 2024).

3.4 Critical Gaps Identified

The governance and risk communication gaps in Nigerian SMEs often start with a basic lack of cybersecurity awareness
among both management and staff. This problem is made worse by a lack of formal oversight where responsibilities and
decision-making processes are rarely defined. Because of this, many business leaders tend to view security as a technical IT

issue rather than a core business priority that requires their direct involvement.
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Figure 8: Heatmap of Critical Cybersecurity Gaps
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These organisations also face significant practical hurdles regarding limited budgets and a shortage of skilled personnel to

manage security. Many find international cybersecurity standards too complex or expensive to adopt, leaving them without

a clear framework to follow. Even when training is provided, it often fails to change actual behaviour because the

communication styles used do not always suit the local Nigerian contexts or the specific linguistic needs of the workforce.

Table 1: Summary of Identified Governance Gaps and Challenges

Gap

Awareness Deficit

Governance Vacuum

Resource Scarcity

Framework Inaccessibility
Communication Ineffectiveness

Leadership Disengagement

Description

Lack of cybersecurity literacy
No clear accountability

Limited financial/human capital
Standards too complex
Knowledge-action gap

Security relegated to IT

Consequence

Employees cannot identify threats
Delayed incident response
Inadequate security investment
Framework abandonment

Training doesn't change behaviour

No strategic priority

8 Figure 8 presents a heatmap visualisation of the severity of critical cybersecurity gaps identified in this research. Governance vacuum and communication ineffectiveness emerge as the most
severe deficiencies, followed closely by awareness deficits and resource constraints.
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4.0 Framework Adoption and Adaptation

4.1 Adapting International Frameworks

While international frameworks provide valuable structure and recognised standards for cybersecurity governance, Nigerian
SMEs require pragmatic adaptation strategies that acknowledge their unique resource constraints and local contexts
(Shojaifar & Fricker, 2023). The key to successful framework adoption is selective, phased implementation that prioritises
high-impact, cost-effective controls rather than attempting comprehensive compliance from the outset. This approach
recognises that a framework partially implemented is far more valuable than a framework abandoned due to complexity or

resource demands (Ozkan & Spruit, 2020).

4.2 The NIST Cybersecurity Framework

The NIST Cybersecurity Framework (NIST-CSF) provides a practical and accessible starting point for Nigerian SMEs as they
begin to develop their security strategies (NIST, 2018). Its flexibility and risk-based approach, combined with the fact that
it carries no licensing costs, make it particularly well-suited for organisations operating with limited budgets. The framework

is built around five core functions that together offer a comprehensive method for managing cybersecurity risks.

The process begins with the Identify function, which helps businesses understand the specific risks facing their systems,
assets, and data. This is followed by the Protect function, where appropriate safeguards are put in place to ensure that
critical services remain operational. To ensure that any breaches are caught early, the Detect function focuses on activities
that identify security events as they happen. When an incident is discovered, the Respond function provides a clear path for
taking action, while the Recover function ensures that plans are in place to restore normal operations and maintain business

resilience.

Research by Haastrecht et al. (2021) confirms that the NIST framework's adaptability and scalability make it particularly
suitable for SMEs. They note that SMEs can implement the framework by conducting risk assessments to identify their
specific vulnerabilities and then prioritising actions based on their unique business context. The framework's emphasis on

continuous improvement allows SMEs to gradually enhance their cybersecurity posture as resources permit.

4.3 International Framework Comparison

When comparing available frameworks, each offers distinct advantages depending on an organisation's specific needs and
circumstances. According to Shojaifar and Fricker (2023), the NIST-CSF is often the most suitable choice for SMEs starting
their security journey due to its medium complexity and the fact that it is free to use. In contrast, ISO 27001 involves higher
costs and greater complexity, making it more appropriate for businesses that require international credibility or those

pursuing large enterprise clients that mandate certified security systems (Alfaadhel et al., 2023).

COBIT, with its medium cost and high complexity, is best suited to larger, IT-intensive SMEs with mature governance
structures and dedicated security personnel (Ogunjimi et al., 2018). Ultimately, the primary challenge for Nigerian SMEs is
not necessarily finding the best framework in absolute terms. Success lies instead in identifying which specific elements of

these frameworks can be practically implemented, given their unique resource constraints and business requirements.
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Figure 9: Cybersecurity Framework Comparison for SMEs
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4.4 Phased Implementation Approach

Rather than attempting comprehensive framework compliance immediately, it is more advisable that SMEs adopt a phased
maturity model that builds capability incrementally. This approach is supported by research from Carias et al. (2020) and

Sukumar et al. (2023), who advocate for gradual, sustainable implementation.

Figure 10: Phased Cybersecurity Maturity Model for SMEs
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Source: Adapted from Carias et al., 2020; Sukumar et al., 2023

The first phase, spanning the first three months, focuses on essential practices such as multi-factor authentication, regular

backups, basic staff training, and the establishment of clear password policies. Once these fundamentals are settled, the

° Figure 9 provides a comparative visualisation of the three major cybersecurity frameworks. NIST CSF emerges as the most accessible option for SMEs due to its zero cost and medium
complexity, while 1SO 27001 and COBIT serve more specific use cases despite their higher barriers to entry (NIST, 2018; ISO/IEC, 2022; Shojaifar & Fricker, 2023).

10 Figure 10 presents a visual roadmap for phased cybersecurity implementation. Each phase builds on the foundation of the previous phase, ensuring that organisations develop capability
progressively rather than attempting ambitious implementations they cannot sustain.
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second phase - covering three to twelve months - moves towards formalisation. During this period, the emphasis shifts to
documenting policies, assigning specific roles and responsibilities, and developing formal risk assessment and incident

response plans.

As the strategy matures into the second year, the third phase focuses on optimisation through continuous monitoring,
regular security assessments, and compliance verification. This ensures that the established controls remain effective and
relevant. Beyond the two-year mark, the fourth phase aims for excellence. This is where and when the organisation may
begin to pursue formal certifications, integrate threat intelligence into its operations, and use industry benchmarking to
measure its progress. By following this structured timeline, businesses can manage their security journey in a way that is

both practical and sustainable.

4.5 Leveraging Emerging Technologies

Emerging technologies present valuable opportunities for Nigerian SMEs to improve their security in a cost-effective way.
Reis et al. (2024) highlights that when offered through cloud-based security services, Al-powered threat detection can
provide enterprise-level protection without the need for in-house Al expertise or large capital investments. Similarly, zero-
trust architecture can be gradually introduced by implementing strong authentication and access controls, starting with the

most critical systems and data before extending to less sensitive areas (Melaku, 2023).

Cloud security services also offer advanced capabilities at prices that suit SMEs, typically through subscription models. This
approach removes the need for heavy upfront spending on security infrastructure (Nadella et al., 2024). Additionally, mobile-
first security strategies, which include mobile device management and mobile application security, address the widespread
use of mobile devices in Nigerian businesses. These strategies prioritise protecting mobile platforms, which are becoming

increasingly important in day-to-day operations (Ewuga et al., 2023).
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5.0 Research Findings
5.1 Methodology

This study employed a mixed-methods approach combining quantitative surveys and qualitative document analysis,
following established research practices in cybersecurity studies (Cremer et al.,, 2022). Surveys were administered to SME
owners and managers to assess their cybersecurity awareness, knowledge, and practices. Existing policy documents and
previously conducted research provided insights into the challenges and opportunities for enhancing cybersecurity
governance. Data collection was conducted through field surveys using questionnaires distributed to selected SMEs, with a
total sample size of 106 respondents, consistent with sample sizes in comparable studies (Ogbeide et al., 2023). Python
served as the primary programming language for data analysis, with extensive use of Pandas, NumPy, Matplotlib, and

Seaborn libraries for data manipulation, statistical analysis, and visualisation.

5.2 Communication Methods and Frequency

The analysis revealed that current communication and awareness efforts are quite limited, relying heavily on informal
methods and infrequent updates. A significant number of SMEs lack any formal channels for sharing cybersecurity
information, which often leaves staff without clear guidance. Where communication does exist, it typically takes the form
of emails, memos, or staff meetings. As lkuero and Zeng (2022) suggest, this reliance on traditional methods may not be

the most effective way to reach all employees or ensure that critical security messages are actually understood and followed.

Figure 11: Cybersecurity Communication Methods in Nigerian SMEs
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Critically, 55% of respondents indicated that they use no method at all for cybersecurity communication, highlighting a

fundamental gap in awareness efforts. Even in organisations where communication does occur, it is often too infrequent to

1 Figure 11 reveals that 55 % of surveyed SMEs use no method at all for cybersecurity communication. Among those who do communicate, reliance on traditional channels such as emails
and staff meetings predominates, while structured approaches like dedicated programmes or intranet portals remain rare.
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be effective. This lack of reqular engagement prevents the development of a proactive cybersecurity culture, where security

considerations should be naturally embedded in daily business operations.

5.3 Communication and Governance Effectiveness

The distribution of responses for communication effectiveness leaned towards the lower end of the scale with a median
value of 3 out of 5. This indicated that current strategies are perceived as only moderately effective at best, with substantial

room for improvement in how security information is conveyed and received (Pereye et al., 2025).

Figure 12: Distribution of Communication Effectiveness Ratings

40 === Median = 3

30

i
[
15
| . .
0
1 2 3 4 5

Effectiveness Rating

n
W

Frequency
n
(=}

w

12

Source: Author's survey data (N=106), 2025

Similar to communication effectiveness, the perceived effectiveness of governance structures was also skewed towards the
lower end with a median of three, suggesting that employees and managers recognise significant gaps in how cybersecurity

decisions are made and how accountability for security outcomes is assigned.

12 Figure 12 shows the distribution of communication effectiveness ratings, with a median of 3 out of 5. The concentration of responses in the mid-range indicates that current strategies are
perceived as only moderately effective, with substantial room for improvement.
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Figure 13: Distribution of Governance Effectiveness Ratings
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5.4 Training Programs and Effectiveness

Approximately 55% of organisations have no formal cybersecurity awareness programmes or employee training,
representing a critical deficiency in proactive risk mitigation. This finding is consistent with research by Bada and Nurse
(2019), who found that SME training programmes are often inadequate or non-existent across developing economies. This
finding is particularly concerning given that formal training programmes were significantly associated with higher
effectiveness scores in both communication and governance. A moderate positive correlation exists between the presence
of training programmes and both communication and governance effectiveness, suggesting that organisations investing in
training perceive their communication and governance structures as more effective. This relationship indicates that training

can contribute to improved practices, although other factors also play significant roles in determining overall effectiveness.

Figure 14: Organisations with Formal Training Programs
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Source: Author's survey data (N=106), 2025

13 Figure 13 presents the distribution of governance effectiveness ratings, also with a median of 3. The similarity between communication and governance effectiveness distributions suggests
these two dimensions are closely linked, with deficiencies in one area often reflected in the other.

14 Figure 14 reveals that 55 % of organisations have no formal cybersecurity awareness programmes or employee training, representing a critical deficiency in proactive risk mitigation.
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Figure 15: Impact of Training on Communication and Governance Effectiveness
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5.5 Security Responsibility and Risk Assessment

In half of the organisations surveyed, cybersecurity decisions were mainly made by IT departments, while management took
the lead in about a third. The limited involvement of dedicated cybersecurity personnel suggested a potential gap in
specialised expertise as those making key security decisions may lack the necessary field and technical knowledge (Neri et
al., 2023). Furthermore, only 33.3% of SMEs agreed to conducting regular risk assessments, suggesting that many did not
have a clear understanding of their cybersecurity risk profile. Without these assessments, organisations struggle to prioritise

security investments effectively or identify emerging vulnerabilities before they can be exploited (Sukumar et al., 2023).

Figure 16: Primary Responsibility for Cybersecurity Decisions
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Source: Author's survey data (N=106), 2025

15 Figure 15 demonstrates the positive correlation between training programmes and perceived effectiveness. Organisations with formal training report substantially higher effectiveness
ratings for both communication and governance compared to those without training.

16 Figure 16 shows that cybersecurity decisions are predominantly made by IT departments (50 %) or general management (33.3%). Limited involvement from dedicated cybersecurity
personnel suggests a potential expertise gap, as those making security decisions may lack specialised security knowledge.
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Figure 17: Frequency of Risk Assessment Conduct
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5.6 Relationships Between Variables

Governance effectiveness was seen to be generally higher when risk assessments were conducted more frequently,

underscoring the importance of assessment as a foundation for effective governance (Haastrecht et al, 2021).

Communication effectiveness was also higher with more frequent communication, but the relationship was not strictly

linear. This suggests that while regular communication is important, the quality and relevance of the information shared

are equally crucial for it to be effective (Corradini, 2020).

Figure 18: Communication Frequency vs. Effectiveness Scatter Plot
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17 Figure 17 reveals that only one-third of SMEs conduct regular risk assessments. The majority either assess occasionally or never, meaning most organisations lack a clear understanding of
their cybersecurity risk profile and cannot effectively prioritise security investments.
18 Figure 18 illustrates the relationship between communication frequency and perceived effectiveness. While effectiveness generally increases with frequency, the relationship is not strictly
linear, indicating that the quality and relevance of communication matter as much as how often it occurs.
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Notably, there appeared to be no significant correlation between the age of an organisation and any of the cybersecurity
practices examined. This suggests that the maturity of cybersecurity practices is not necessarily tied to how long an SME
has been in business, as younger organisations sometimes demonstrate better security habits than more established ones.
Similarly, there appears to be no significant link between a business’'s annual revenue and the quality of its cybersecurity

measures.
This implies that an SME's financial capacity does not automatically translate into better protection. Instead, factors such
as organisational culture, leadership commitment, and industry-specific risks seem to play far more significant roles in

determining how well a business manages its cyber threats (Onumo et al., 2021).

Figure 19: Correlation Matrix Heatmap
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v Figure 19 presents a correlation matrix heatmap showing relationships between key variables. Notably, there is no significant correlation between organisational age or revenue and
cybersecurity practices, suggesting that factors such as organisational culture, leadership commitment, and industry-specific risks play more significant roles than size or age alone.
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6.0 Recommendations for SMEs

6.1 Implementation Philosophy

Every SME operates at a different maturity level, each with unique resources, risk profiles, and business requirements
(Shojaifar & Jarvinen, 2021). The recommendations that follow are organised by implementation timeline, allowing
businesses to start with immediate, low-cost actions appropriate to their current state and progressively build capability
over time. The goal is progress, not perfection; organisations that implement basic controls consistently will be far more

secure than those that attempt ambitious programmes they cannot sustain.

6.2 Immediate Actions

In the first thirty days, SMEs should focus on foundational steps that require minimal investment but offer significant risk
reduction. One of the most important actions is assigning cybersecurity responsibility to a specific individual who will be
the security point person, even if it is a part-time role added to existing duties (Neri et al., 2023). This will become the
primary contact for security decisions, incident response coordination, and communication with external resources.

Establishing clear ownership is a crucial first step towards accountability.

Multi-factor authentication (MFA) should be implemented on all critical accounts, including email, banking, cloud services,
and administrative access to business systems (CISA, 2023). MFA prevents the majority of credential-based attacks, even
when passwords are compromised. Free tools like Google Authenticator make this protection accessible to SMEs regardless
of their budget. Additionally, backup procedures must be established immediately. This involves creating regular, automated
backups of all critical business data, stored separately from primary systems - ideally in cloud storage or offline media (CISA,
2023). Testing these restoration procedures is essential to ensure backups work when needed. This single measure is one

of the most effective defences against ransomware and data loss.
Figure 20: Immediate Actions Timeline (First 30 Days)
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Source: CISA, 2023; NIST, 2018; Bada & Nurse, 2019

20 Figure 20 provides a week-by-week timeline for implementing immediate actions in the first 30 days. Each foundational step requires minimal investment but delivers significant risk
reduction.
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Basic awareness sessions should be conducted with all staff to discuss the most common threats facing the business, such
as phishing, password security, and mobile device safety (Bada & Nurse, 2019). These sessions provide an opportunity to
establish clear, practical policies that everyone can follow. For instance, staff should be instructed never to share passwords,
to always verify requests for money transfers by phone, and to seek guidance before clicking on any links in suspicious

emails.

6.3 Short-Term Initiatives

In the 30 to 90 days that follow, SMEs should focus on developing core security policies that cover key areas such as
password requirements, acceptable use of company devices, data handling procedures, mobile device security, and incident
reporting protocols (NIST, 2018). These policies should be straightforward and written in plain language to ensure all

employees can understand them. Once created, the policies must be shared with everyone in the organisation.

Before investing in costly security solutions, businesses should make the most of security features already available.
Activating tools like Microsoft Defender, using free antivirus software, implementing free password managers, and enabling

automatic security updates for all software can offer significant protection without extra expense (Shojaifar & Fricker, 2023).

To identify security gaps and prioritise improvements, SMEs can use free, simplified self-assessment tools. For example, the

UK’s Cyber Essentials scheme provides an accessible checklist that Nigerian SMEs can adapt to their own context, offering

a clear and structured way to evaluate current security practices (NCSC, 2023).

6.4 Medium-Term Building

In the 3 to 12 month timeframe, organisations should formalise their governance structures by clearly defining roles and
responsibilities for security. They should establish simplified governance frameworks based on the principles of the NIST-
CSF, create formal decision-making processes for security investments, and implement regular reporting on the

organisation’s security posture to leadership (Antunes et al., 2022).

During this period, training programmes should also evolve beyond one-off awareness sessions to recurring sessions. This
includes conducting quarterly refresher training using interactive methods and delivering content in multiple languages to
suit the workforce (Taherdoost, 2024). Training should be relevant to employees’ actual work contexts and focus on practical

exercises that build skills, rather than simply providing information.
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Figure 21: Medium-Term Building Blocks (3-12 Months)
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Regulatory compliance should be addressed by reviewing obligations under the Nigeria Data Protection Act 2023 and
implementing baseline controls to meet these requirements (Ardo et al., 2023). While achieving full compliance may take
time, understanding the legal obligations and beginning to put controls in place shows a clear commitment to data

protection.

Incident response plans should be developed to cover all key stages: preparation, detection, containment, eradication,
recovery, and post-incident review (lkuero & Zeng, 2022). Having a documented plan ensures that responses to incidents
are coordinated and effective, rather than improvised under pressure. Cyber insurance options available in the Nigerian
market should also be investigated. While insurance does not prevent attacks, it can provide critical financial support for

recovery when prevention fails (Adriko & Nurse, 2024).

6.5 Long-Term Maturity

After the first year, organisations should focus on building a culture of continuous improvement. This involves conducting
annual comprehensive security assessments, performing regular vulnerability scans and penetration tests, and
systematically reviewing and updating policies and procedures. Staying informed about emerging threats and participating

in industry threat intelligence sharing are also important to maintain strong security practices (Carias et al., 2020).

As organisations mature, they may adopt advanced security capabilities tailored to their needs. These can include security
information and event management (SIEM) systems, professional threat intelligence services, regular penetration testing
by qualified experts, and advanced employee testing such as social engineering assessments (Saeed et al., 2023). Pursuing

certifications should also be considered when and where appropriate. This might include 1ISO 27001 for internationally

2 Figure 21 illustrates the five key building blocks for medium-term cybersecurity development. Each block represents a critical area that SMEs should address within the 3-to-12-month
timeframe.

Page | 25



recognised information security management, sector-specific certifications like PClI DSS for payment processing, and the

Nigerian national cybersecurity baseline certification once it becomes available (Alfaadhel et al., 2023).

The final stage of maturity is industry leadership. At this level, organisations share lessons learned to support other SMEs,
mentor less mature businesses within their supply chains, contribute to the development of industry standards, and

advocate for cybersecurity policies that support SMEs.

6.6 Cost-Effective Security

Research consistently shows that basic security hygiene can prevent majority of successful cyberattacks (CISA, 2023).
Nigerian SMEs can significantly reduce their risk with minimal investment by focusing on free or low-cost technical controls
such as multi-factor authentication, regular backups, and built-in security features. Alongside these, behavioural and
organisational measures like staff training, clear policies, and defined accountability are essential. SMEs should also make
the most of existing tools and platforms instead of [unnecessarily] purchasing new solutions. Collaborative approaches,
including shared security services and industry partnerships, can further strengthen their defences (Shojaifar & Fricker,

2023). Ultimately, The most expensive security breach is the one that could have been prevented by basic measures..

Figure 22: Cost-Effective Security Prioritisation Matrix
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2 Figure 22 presents a prioritisation matrix for cost-effective security investments. Measures in the upper-left quadrant (MFA, backups, basic training, password policies) deliver the highest
impact at the lowest cost and should be prioritised by all SMEs regardless of budget constraints.
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7.0 Policy Recommendations

7.1 The Case for Government Intervention

While SMEs must take ownership of their security posture, certain market forces present significant challenges to solving
the cybersecurity crisis facing Nigeria's SME sector (Ardo et al.,, 2023). The resource limitations, knowledge gaps, and
systemic issues common in this sector require strategic government intervention to create an environment where SMEs can
operate securely and grow. Without such support, the gap between the level of cyber threats and the capabilities of SMEs

will continue to widen, posing risks not only to individual businesses but also to the wider economy (lbrahim et al., 2024).

7.2 Dedicated SME Cybersecurity Support Infrastructure

The creation of a dedicated SME Cybersecurity Support Office within an existing agency such as SMEDAN, NITDA, or NDPC
would provide a central resource hub serving as a single point of contact for SMEs seeking guidance, tools, and support
(Oyedeji et al,, 2024). This office would coordinate cybersecurity initiatives across government agencies, private sector
organisations, and international partners, ensuring that efforts are aligned rather than fragmented. It would maintain a
knowledge repository of SME-appropriate tools, templates, policies, and case studies, making it easier for businesses to find
and implement proven solutions. In addition, a help desk would provide direct assistance to SMEs facing cyber incidents or

seeking implementation guidance, providing practical support when it is needed.

The development and distribution of a comprehensive National SME Cybersecurity Toolkit would provide SMEs with
simplified risk assessment templates, policy and procedure templates for acceptable use, incident response, and data
protection, as well as training materials in multiple Nigerian languages. The toolkit would also include step-by-step guides
for implementing foundational controls, directories of vetted affordable security service providers, and incident response

playbooks (NCSC, 2023).

7.3 National SME Cybersecurity Framework

Building on NITDA's existing cybersecurity initiatives, a Nigeria Cyber Essentials Framework should be created as a
simplified, practical, technical baseline adapted to Nigerian SME contexts (NITDA, 2023). To be effective, this framework
must be accessible, providing plain-language guidance that avoids the technical-speak that often alienates non-specialist
readers. It should also be affordable, with a strong emphasis on low-cost and no-cost controls that businesses can

implement regardless of their budget constraints.

A tiered approach, offering levels such as Bronze, Silver, and Gold, would allow organisations to demonstrate progressive
maturity over time. The framework should be certifiable, and must be adaptable, offering sector-specific guidance for high-

risk industries such as finance, healthcare, and education.

The table below, adapted from NCSC (2023) and NITDA (2023), outlines these five core characteristics. Each one is designed

to address a specific barrier that currently prevents Nigerian SMEs from adopting international cybersecurity standards.
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Table 2: Characteristics of the Proposed Nigeria Cyber Essentials Framework

Proposed Characteristics Description

Accessible Plain-language guidance that is easy to understand
Affordable A focus on low-cost and no-cost security controls

Tiered Progressive levels (e.g., Bronze, Silver, Gold) to track maturity.
Certifiable Options for self-assessment and third-party verification
Adaptable Sector-specific guidance for high-risk industries

7.4 Strengthen and Clarify Regulatory Framework

The Nigeria Data Protection Commission should consider publishing a comprehensive SME Compliance Handbook for the
Nigeria Data Protection Act 2023, providing clear and actionable guidance tailored specifically to small business contexts
(NDPC, 2023). This handbook would translate complex regulatory requirements into practical steps that SMEs can easily
understand and implement. A proportionate, tiered compliance framework should be developed alongside this handbook
that recognises the diversity within the sector, scaling requirements to match an organisation's actual capacity and risk
exposure (Ardo et al., 2023). Under this model, micro-enterprises would not face the same compliance burden as medium-

sized firms, ensuring that regulations are calibrated to reflect real-world risk levels.

In implementing this, a support-first enforcement approach should be adopted that incorporates grace periods that prioritise
education and assistance over immediate penalties (lkuero & Zeng, 2022). This strategy acknowledges that while many
SMEs intend to comply, they often lack the necessary knowledge and resources. Punitive measures against well-intentioned

but under-resourced businesses can be counterproductive, potentially stifling growth without improving security.

Punitive enforcement should instead be reserved for cases of wilful negligence, repeat violations, or incidents that cause
significant harm. By focusing on guidance first, the regulatory environment can encourage continuous improvement and

help businesses close initial gaps, while still maintaining accountability for serious or deliberate failures.

7.5 Create Economic Incentives

Tax incentives such as credits for qualifying cybersecurity expenses, accelerated depreciation on cybersecurity infrastructure
investments, and enhanced deductions for employee cybersecurity training and certification would help make security
investments more affordable for cash-constrained SMEs (PwC, 2023). Grant and subsidy programmes could support SMEs
by offering cybersecurity improvement grants with matched funding models, sector-specific initiatives targeting high-
priority industries, and government co-funding to cover costs associated with ISO 27001 or national baseline certification.
These measures would directly address the resource limitations that often prevent SMEs from implementing adequate

security measures (World Bank, 2022).
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Figure 23: Economic Incentives for Cybersecurity Investment
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Source: PwC, 2023; World Bank, 2022; Adriko & Nurse, 2024

Subsidised cyber insurance products designed specifically for SMEs, developed through partnerships with the insurance
industry, could also lower premiums for businesses that meet national baseline security requirements, with positive
incentives for security investment helping create market mechanisms that reward good cybersecurity practices (Adriko &
Nurse, 2024). Preferential government procurement policies requiring contractors to comply with the national cybersecurity
baseline would further encourage certification uptake while simultaneously protecting government systems from supply

chain risks.

7.6 Build National Cybersecurity Capacity

Education integration should include cybersecurity awareness in primary and secondary school curricula, the establishment
of general studies tracks for cybersecurity in polytechnics and universities, and support for faculty development and research
capacity (NITDA, 2023). Building awareness and skills at all educational levels helps create a pipeline of future talent while

raising general cybersecurity literacy across the population.

A national cybersecurity training centre offering affordable professional certifications alongside specialised training for SME
security practitioners and train-the-trainer programmes would amplify the impact of training investments by continuously
developing local capacity to provide ongoing education (ISC2, 2023). Scholarship and retention programmes that offer
cybersecurity scholarships tied to service commitments in Nigeria, support for internationally recognised certifications, and
competitive public sector career paths would help retain skilled professionals who might otherwise seek opportunities

abroad.

23 Figure 23 presents a comprehensive framework of economic incentives across four categories: tax incentives, grant programmes, subsidised insurance, and preferential procurement.
Together, these mechanisms create multiple pathways for making cybersecurity investment more accessible and attractive to SMEs.
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1.7 Policy Impact Potential

Research from comparable contexts suggests that comprehensive policy interventions - combining regulation, economic
incentives, capacity building, and public-private collaboration - can contribute about a 40 to 60% improvement in SME
cybersecurity posture within 3 to 5 years (ENISA, 2021). For Nigeria, this improvement could make the difference with
thousands of businesses better protected, billions of naira in avoided losses, and overall, stronger national economic
security. The investment needed to achieve these outcomes is modest when compared to the economic costs of ongoing

vulnerabilities and escalating losses.

Figure 24: Projected Impact of Comprehensive Policy Interventions
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24 Figure 24 projects the potential impact of comprehensive policy interventions combining regulation, economic incentives, capacity building, and public-private collaboration. Research from
comparable contexts suggests that such integrated approaches can achieve up to 40 to 60% improvement in SME cybersecurity posture within 3 to 5 years.
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8.0 Conclusion

There is a pressing need for Nigerian SMEs to enhance their cybersecurity risk communication and governance practices.
The lack of formal training programmes, infrequent communication, and limited cybersecurity expertise documented in this
research contribute directly to the heightened vulnerability that characterises the SME sector (Pereye et al., 2025; Benjamin
et al,, 2024). Addressing these challenges requires a proactive approach that prioritises regular risk assessments, diverse
communication strategies, tailored training programmes, and the establishment of robust cybersecurity governance
structures. By adopting the phased framework and implementing the recommendations outlined in this Report, Nigerian
SMEs can cultivate a proactive cybersecurity culture that empowers employees at all levels to identify and mitigate risks
effectively (Corradini, 2020; Carias et al.,, 2020). The path forward is clear, but it requires commitment from business owners,

support from government, and collaboration across the entire business community.

Securing Nigeria's SME sector is not merely a business imperative but a matter of economic and national security (Ibrahim
et al., 2024). A collaborative, multi-stakeholder approach can transform Nigeria's cybersecurity posture from a position of
vulnerability into a competitive advantage in the global digital economy. This vision is achievable. It requires commitment,
investment, and sustained effort from all stakeholders. The alternative, continued vulnerability and escalating losses, is far

more costly.
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